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Executive summary

SO, WHY bother about information
security? Recent high-profile data security
breaches in the UK have brought data and
information security into sharp focus. A vast
amount of information is held by public
sector organisations and much of it is of

a sensitive nature, including banking details,
income, personal addresses, telephone
numbers and health records. As technology
evolves, personal data becomes more
readily available to those who would

(and do) exploit it, so public sector
organisations need to be sure they are
taking the inherent security issues seriously
to ensure that citizens’ personal data is in
safe hands.

It is important that senior management
demonstrate commitment and leadership
and ensure everyone understands that
information security is not just an IT issue,
but a critical organisational issue which
affects the long-term success (and indeed
the survival) of the organisation. Information
systems are vital to the majority of public
sector activities, therefore it is appropriate
that responsibility starts at the most senior
level of management; but to be effective, it
must be delegated to all staff.

No organisation can ever be described as
either 100 per cent compliant with best practice
nor 100 per cent risk free — information
assurance is a journey, not a destination, for the
want of a hackneyed cliché — from IT security,
through information security (IS), through
information assurance (IA) and maturing to

information governance (IG) over time.

This report considers the importance of
information security in the public sector and
reviews a number of cross-cutting themes.
The author has worked extensively with local
government and other public sector bodies
and so is well-versed in the transformational
agenda and the plethora of competing
priorities that face many of the readers of
this report. The following statement best

encapsulates the intentions of this report:

...to pull together the themes, issues,
strands, tools, resources available and
provide a view on them in order to be able
to signpost the reader towards clarity in
understanding what is required, with the
starting blocks of a route map to stronger,

more embedded information security.

With this in mind, the relevant available
controls in ISO/IEC 27001:2005
(ISO27001) are referenced throughout this
report, where it is appropriate to highlight
their applicability. This is particularly relevant
since this is becoming the most oft-quoted
standard for services and supply, and

forms the basis of the requirements for the
government secure exchange system (see
Chapter 8). Relevant and apposite cases of
information security incident as identified or
reported in the press are notated in boxouts
throughout the report, with a cross reference
to the security issue (i.e. confidentiality,
integrity or availability) and the 1ISO27001
control that would have reduced the risk
and/or the impact of the incident.
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“No authority can ever say it will never lose information but by ensuring the standards in

your authority are equivalent to, or exceed, the best practice identified ... the public will be

reassured that all reasonable steps were taken to preserve and protect their information.”

LGA Data Handling Guidance, October 2008.

Chapter 1 provides an introduction to
the concept of information security as it is
widely accepted now — particularly through
the information security standards available
to us all. There follows, in Chapter 2, a
review of the scale of breaches experienced
during the past 18 months and their impact
on how we operate in the light of various
government reports and the influence of the
information commissioner. suffice to say that
no doubt this list will already be out of date
once this report is printed, given the almost
daily round of breaches being referenced in
the media. As a result of the issues elucidated
in Chapter 2, Chapter 3 expands on the
specifics of data within the context of the
scale of direction provided within Principle 7
(the ‘security principle’) of the Data Protection
Act 1998. To position this within a context
of operational tools, Chapter 4 explains the
concept of information governance in relation
to the Information Governance toolkit. An
overview of ISO27001, the information
security management standard, is provided
in Chapter 5. The various approaches and
techniques that can and should be used to
evaluate and embed information security
are explored in Chapter 6, which provides
a full assessment of a range of options for
embedding information security management,
ranging from roles and responsibilities
through to incident management and
business continuity. The subject of the
Payment Card Industry Data Security
Standard (PCI DSS) is covered in Chapter 7,
which is supported by similar handling of the

Government Code of Connection (CoCo)

in Chapter 8. The environmental angle and
related issues are covered in Chapter 9,

and Chapter 10 discusses the impact and
importance of ethics and professionalism
within the information security arena. Chapter
11 provides a summary of best practice in
information security.

We all need to be able to give a
consistent message and add value to our
organisations by virtue of our security
posture and actions. This report is written
in a more personal style than many of you
may have read during 2008. Clearly all the
words and all the edicts over time have not
really sunk in — even though we all know
what best practice actually is. So perhaps it
is time for a change of direction. A dialogue
is required, one that shakes the current
firmly-held views to see if enough leaves fall
from the autumnal trees to actually enable
new growth in the Spring of 2009.

Thanks are due to the many colleagues
and peers in the industry, nationally
and infernationally, who have made so
many resources available online and in
circulation over a number of years. There
is no shortage of information available
on this subject, although it is appreciated
that it takes a certain type of mentality to
be able to digest it all and then process it
appropriately for whatever organisation you
are working for at the time. It is hoped that
this report pulls a lot of the latest thinking
together (as well as some age-old adages
that have not changed in a number of



decades — there are some basics that must
be done) and constructs the nearest thing

to a roadmap towards information security
best practice as possible. The nuggets of
gold are all in here. Any errors or omissions
are my own and | apologise for any glaring
unintentional oversight. Equally, this report
will be, in some places, out of date as soon
as it is produced as so many changes are
ongoing. It should also be noted that the
contents, in the main, are as applicable to
the public sector as they are to the private
sector — it's just the legislative landscape that
tends to differ slightly. So the contents should
be useful in dealing with third-party service
providers, too.

Rest assured | am well aware of an
extremely active community of information
governance specialists working across
local government and beyond. In other
words, there are those who have been
constantly seeking to address these issues
and protect their organisations for many a
long year. Perhaps now they can come out
of whatever shadows they have been forced
to hide behind, and can be listened to in all
seriousness and with greater understanding
as a result of the past couple of years” worth
of experience in relation to information
security breaches and the resultant
requirements to change. This can only be a
good thing going forward. The ‘truth’ has
long been out there.
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